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Abstract

There are many distinctions between statistical research
databases and those arising in commercial or administra-
tive settings, and thus different issues regarding confiden-
tiality and privacy protection on the one hand and and data
access and the use of databases on the other. Data inte-
gration across multiple databases raises issues in both do-
mains, especially with regard to protection against intrud-
ers. This paper highlights some methods developed to limit
possible disclosure of confidential information from statis-
tical databases while at the same time publicly releasing
sufficient information to allow users, whether dataminers
or other more traditional statistical analysts, sufficient data
to reach proper statistical conclusions from their analyses.
The disclosure limitation tools discussed include: data per-
turbation and simulation, partial releases, and sampling,
with a special focus on partial release of data from multi-
dimensional cross-classifications or contingency tables.

1. Introduction

Disclosure limitation is a term that is usually used to de-
note a set of statistical techniques aimed to protect confi-
dentiality of individual respondents in the release of statis-
tical data. The goal of those applying disclosure limitation
techniques, often in government statistical agencies, is to
release publicly data that are both useful for secondary ana-
lysts and do not violate the privacy and confidentiality of re-
spondents who have provided the data. This paper focuses
on tools for statistical disclosure limitation and their role
in assessing the tradeoff between confidentiality protection
and utility. For a review of the earlier literature on the topic
of statistical disclosure limitation, see [27, 33] and, for an
overview primarily from the perspective of statistical agen-
cies, see [24]. Our focus here and the statistical methods
related to it are somewhat different from those which one
finds in the computer science and data mining literatures,

c.f., Adam and Wortman [1] and Agrawal and Srikant [2].
In particular we are thinking of datamining largely in terms
of the application of statistically valid search and inference
tools for large-scale data bases.

At the outset we emphasize our choice of the label dis-
closure limitation as opposed to disclosure avoidance to de-
scribe the relevant methodology. This is because the funda-
mental notion of disclosure is considered to be probabilistic:

If the release of the statistics S makes it possible
to determine the value [of confidential statistical
data] more accurately than is possible without ac-
cess to S, a disclosure has taken place. [30, pp. 7
and 9]

Because any release is likely to carry some information
about confidential elements in a statistical database, the
only way to avoid all risk is not to release any data. But this
runs counter to the mission of a statistical agency which is to
release data for public and government statistical use. As a
consequence, the goal of disclosure limitation methodology
then becomes managing the tradeoff between disclosure
risk and the utility of the released data for inferential pur-
poses (c.f., Duncan et al. [26, 28] and Trottini [51, 52, 53]).
This paper discusses the tradeoff between confidentiality
protection and utility in a more informal fashion than that
which is found in these other sources and attempts to take
stock of some of the progress achieved in the work on dis-
closure limitation over the past decade.

We begin, in Section 2, with a brief review of the sta-
tistical literature on disclosure limitation including methods
for assessing the tradeoff between disclosure risk and util-
ity. Then we focus on methods for categorical data in the
form of multi-dimensional cross-classifications or contin-
gency tables. This serves several purposes but most im-
portantly allows us to see the key role of statistical models
from the disclosure limitation perspective. We introduce
log-linear models in Section 3 and discuss the key proper-
ties for both disclosure limitation and making statistical in-
ferences. In Section 4, we describe the method of partial re-



lease of marginal tables and a somewhat simplistic method
of disclosure risk assessment through bounds and distribu-
tions over possible tables satisfying the margins. We use as
an example a 26 table. In Section 5, we focus on the trade-
off issue for the example as a way of illustrating the more
formal approaches suggested in the literature. In Section 6,
we describe very briefly the related methods associated with
the calculation of distributions over possible tables given the
partial release of a set of margins, aw well as the counting
of tables. In the final section of the paper, we suggest some
basic principles that should underpin future research devel-
opments in the area of disclosure limitation and we describe
some of the research challenges that remain.

2 Methodology for Disclosure Limitation

Duncan and Pearson [27] categorize the methodology
used for disclosure limitation in terms of disclosure limiting
masks, i.e., transformations of the data where there is a spe-
cific functional relationship (possibly stochastic) between
the masked values and the original data. The basic idea of
data masking involves thinking in terms of transformations.
In essence it involves transforming an n. x p (cases by vari-
ables) data matrix Z through pre- and post-multiplication
and the possible addition of noise, i.e.,

Z — AZB+C, 1)

where A is a matrix that operates on the n cases, B is a
matrix that operates on the p variables, and C' is a matrix
that adds perturbations or noise. Matrix masking includes
a wide variety of standard approaches to disclosure limita-
tion:

e adding noise,

e releasing a subset of observations (delete rows from
Z),

e cell suppression for cross-classifications,
e including simulated data (add rows to 2),

e releasing a subset of variables (delete columns from
7Z), and

e switching selected column values for pairs of rows
(data swapping).

Even when one has applied a mask to a data set, the possi-
bilities of both identity and attribute disclosure remain, al-
though the risks may be substantially diminished.

There are different ways to categorize disclosure lim-
iting masks, e.g., as suppressions (e.g., local suppression
[54] or cell suppression, perhaps subject to marginal con-
straints, [24]); recodings (e.g., collapsing rows or columns,

sometimes referred to as global recoding [54, 28], or data
swapping [11, 38]); or sampling (e.g., releasing subsets of
observations).

Sampling clearly provides a measure of direct protec-
tion from disclosure provided that there is no information
of which individuals or units are included in the sample.
An intruder wishing to identify an individual in the sample
and link that persons information to data in external files,
using “key” variables such as age and geography available
in both databases, needs for to determine whether a record
is unique in the sample, and then if so, the extent to which
a record that is unique in the sample is also unique in the
population. For continuous variables, virtually all individu-
als are unique in the sample, and we need to understand the
probability that an intruder would correctly match records,
e.g., in the presence of error in the key variables (e.g., see
Fienberg et al. [36]). For categorical data, uniqueness cor-
responds to counts of “1” and various authors [35, 45, 47]
have examined how to reason about the probability that a
record which is unique in the sample is also unique in the
population as well as about other measures of disclosure
risk [46].

Some masking methods alter the data in systematic
ways, e.g., through aggregation or through cell suppres-
sion, and others do it through random perturbations, of-
ten subject to constraints for aggregates. Controlled ran-
dom rounding [8] is an example of a “systematic” pertur-
bation method, whereas data swapping [11] and the post-
randomization method (PRAM) of Gouweleeuw, et al. [40]
involve “random” perturbations. One way to think about
random perturbation methods is as a restricted simulation
tool, and thus we can link them to other types of simulation
approaches that have recently been proposed.

Some masking methods alter the data in systematic
ways, e.g., through aggregation or through cell suppres-
sion, and others do it through random perturbations, of-
ten subject to constraints for aggregates. Controlled ran-
dom rounding [8] is an example of a “systematic” pertur-
bation method, whereas data swapping [11] and the post-
randomization method (PRAM) of Gouweleeuw, et al. [40]
involve “random” perturbations. One way to think about
random perturbation methods is as a restricted simulation
tool, and thus we can link them to other types of simulation
approaches that have recently been proposed.

Fienberg, Makov, and Steele [37] pursue a related sim-
ulation strategy and present a general approach to ?msim-
ulating?l from a constrained version of the cumulative em-
pirical distribution function of the data. In the case when all
of the variables are categorical, the cumulative distribution
function is essentially the same as the counts in the result-
ing cross-classification or contingency table. As a conse-
quence, their simulation approach is equivalent to simulat-
ing from a constrained contingency table, given a specified



set of marginal totals, and replacing the original data by a
randomly generated one drawn from the “exact” distribu-
tion of the contingency table under a log-linear model given
its minimal sufficient statistics (see Section 6).

In 1993, Rubin [44] asserted that the risk of identity dis-
closure can be eliminated by the use of synthetic data (in
his case using Bayesian methodology and multiple impu-
tation techniques) since there is no direct functional link
between the original data and the released data. Or said
another way, we have no confidentiality problem since we
have replaced all of the real individuals with simulated ones.
Raghunathan, Reiter, and Rubin [43] provide details on the
implementation of this approach. But with both simula-
tion or multiple-imputation methodology, it is still possible
that some simulated individuals may be virtually identical
to original sample individuals in terms of their data values,
or at least close enough that the possibility of probabilistic
identity disclosure remains. Thus, one still needs to carry
our checks for “near identification” of original individuals.

Another important feature of the statistical simulation
approach is that information on the added variability as-
sociated with the transformation of the data is directly ac-
cessible to the user. For example in the Fienberg, Makov,
and Steele approach for categorical data, anyone can be-
gin with the reported table and information about the mar-
gins that are held fixed, and then run the Diaconis-Sturmfels
[14] Metropolis algorithm to regenerate the full distribu-
tion of all possible tables with those margins. This then
allows the user to make inferences taking into account the
added variability from sampling in a form that is similar
to the approach to inference in PRAM. Similarly, multiple
imputations produce a direct measure of variability associ-
ated with the posterior distribution of the quantities of in-
terest [43]. As a consequence, simulation and random per-
turbation methods represent a major improvement over cell
suppression (see the description below) and data swapping.
And they conform to a statistical principle of allowing the
user of released data to apply standard statistical operations
without being misled.

There has been considerable research on disclosure lim-
itation methods for tabular data, especially in the form
of multi-dimensional tables of counts (contingency tables).
The most popular methods include a process know as cell
suppresion which systematically deletes the values in se-
lected cells in the table, and collapsing categories (a form
of aggregation). While cell suppresion methods have been
very popular with the U.S. government statistical agencies
and they are useful for tables with non-negative magni-
tude entries rather than simply counts, they also have major
drawbacks. First, there are not yet good algorithms for the
methodology associated with high dimensional tables. But
more importantly, the methodology systematically distorts
the information about the cells in the table for users and as a

consequence it makes it difficult for secondary users to draw
correct statistical inferences about the relationships among
the variables in the table. For further discussion on cell sup-
presion and extensive references, see the various chapters in
Doyle et al. [24], especially the one by Duncan et al. [25].

A special example of collapsing involves summing over
variables to produce marginal tables. Thus instead of re-
porting the full muti-way contingency table we might report
one or more collapsed versions of it. The release of multiple
sets of marginal totals has the virtue of allowing statistical
inferences about the relationships among the variables in
the original table using log-linear model methods (e.g., see
Bishop, Fienberg, and Holland [5]). What is also intuitively
clear from statistical theory is that, with multiple marginals,
one may have highy accurate information about the actual
cell entries in the original table, and thus we still need to
investigate the possibility of disclosure as is the case with
simulation methods.

While there are many papers that claim to choose param-
eters or settings in disclosure limitation procedures in a way
to minimize “information loss”, e.g., see Willenborg and de
Waal [54], or maximize data utility, e.g., see Dandekar [12]
and Cox, Kelly, and Patil [10], these methods rarely address
the analytical utility of the released data and at best focus on
“preserving a small set of data summaries from the original
database.”

There are in fact formal frameworks for assessing the
trade-offs between risk and utility where we measure util-
ity in terms of formal quantities associated with inference.
Duncan with a variety of coauthors has stressed a graphi-
cal representation for this trade-off which they call the R-U
map, e.g.,see [25, 26, 28]. They illustrate trade-off choices
for disclosure limitation techniques such as adding noise to
the data and topcoding (truncation) for variables like in-
come. Trottini [51, 52, 53] takes the trade-off formalism
several steps further and embeds it in a fully Bayesian de-
cision theoretic framework. A key feature of both of these
approaches is that one makes different choices for differ-
ent uses and these inevitably depend on a formal statistical
modeling and inference framework. In this paper we adopt
a some what more informal assessment process but with in a
similar modeling framework. For a somewhat different per-
spective on this problem using aggregating as a disclosure
limitation method, see Chawla et al. [6].

3 SomeBasic Theory for Log-Linear Models

Here we summarize the basic statistical theory that we
use for both determining the usefulness of partial releases
of multi-dimensional contingency table data as well as as-
sessing the disclosure risk of such releases. Indeed, part of
the message of the paper is that these two uses of marginals
are inextricably intertwined.



Consider a 2 x 2 x 2 table of observer counts {n;x }, with
corresponding estimated expected values, {m;;x}, under
a standard sampling model such as multinomial, product-
multinomial, or Poisson-see [3, 5]):

mii1 | Mi21 mii2 | M122
ma11 | M221 mai12 | M222

The general log-linear model for {m; } takes the form

logmijr = u+uy) + uzg) + usr) + Uiy

FU13(ik) T U23(jk) T U123 (ijk) s (2
where each subscripted u-term sums to zero over any sub-
script, e.g.,

Zu123(ijk) = Zu123(ijk) = Zu123(ijk) =0. (3
i j k
We get unsaturated models from (2) by setting sets of w-
terms equal to zero, e.g., if we set
u123 = 0 for all i, 7, k, (4)

we have the model of no second-order interaction which is
equivalent to equating the values of the odds ratio in each
layer of the table, i.e.,

mi11M221  M112M222 (5)

mi21Mma211 m122M212

The minimal sufficient statistics (MSSs) are the two-
dimensional marginal totals, {n;;+}, {nitx}, and {n4,x}
(except for linearly redundant statistics included for pur-
poses of symmetry), where a “+” indicates summation over
the corresponding subscript. The MLEs of the {m;x} un-
der model (4) must satisfy the likelihood equations,

mij-‘r = Nij+, Za] = 1u 27
mi-{-k = Ni+k, i7 k= 1u 27 (6)
m+jk = N+jk, ]ak: 1727

usually solved by some form of iterative procedure. When
the data are generated by a product-multinomial sampling
model one set of set of equations may be fixed by design,
e.g., with the third set of equations in (6) corresponds to
binomial sampling constraints when we are given the totals
in the two-way margin for variables 2 and 3.

For higher-dimensional tables the structure of the log-
linear model in equation 2 generalizes directly, with sub-
scripted u-terms for all possible subsets of variables in the
table. We typically work only with hierarchical log-linear
models such that when we set a u-term equal to zero, all
of its higher or relatives are also equal to zero, e.g., in a
3-dimensional table,

uye = 0 forall i, j = w103 = 0 forall ¢, 5, k. )

The MSSs correspond to the highest order u-terms in the
model and the likelihood equations are found by setting
them equal to their expectations. As a a short hand nota-
tion we describe a log-linear model in terms of its minimal
sufficient statistics, e.g., [12][13][23] corresesponds to the
no second-order interaction model in three dimensions.

Graphical log-linear models are those satisfying a set
of conditional independence relationships. Consider a k-
dimensional table corresponding to k discrete random vari-
ables X = (X1, Xo,...,Xg) and let K = {1,2,...,k}
be the corresponding set of vertices. Further, let X /¢ 5,
denote the set of & — 2 variables excluding X; and X;. A
standard notation for representing the conditional indepen-
dence of X; and X; given the remaining variables is

Xi 1L X5 Xk iy - (8)

This conditional independence model is also itself a log-
linear model for the k-dimensional table. Graphical log-
linear models correspond to the simultaneous occurrence of
several such conditional independence models. They have
special attractive properties in addition to the interpreta-
tion associated with these conditional independence rela-
tionships (for details, see Lauritzen [41]) and they can be
depicted, as the name suggests, using graphs.

The conditional independence graph of X is the undi-
rected graph G = (K, E) such that the edge between ¢ and
Jisnotin the edge set £ if and only if X; 1L X;| Xk j3-
Given an independence graph, G, the corresponding graphi-
cal log-linear model is the one in which all u-terms contain-
ing the pairs of coordinates corresponding to edges not in
are taken to be identically zero.

When the graph corresponding to a graphical log-linear
model is triangulated, the model is said to be decomposable
and the estimated expected values can be written directly as
a function of the expectations of the MSSs, and thus they
have a simple closed-form expression that is easy to com-
pute.

If m is the MLE of m under a log-linear model, and if
the model is correct, then the likelihood ratio statistic,

t
G? = QZni log (%) , 9)
i=1 g

has an asymptotic 2 distribution with ¢ — s degrees of free-
dom, where s is the total number of independent constraints
implied by the log-linear model and the multinomial sam-
pling constraints (if any). If the model is not correct, then
G? is stochastically larger than x7_,. Thus we can use G
to assess the goodness-of-fit of the model.

To compare two log-linear models, M) and M),
where M) is a special case of A/(2) found by setting ad-
ditional u-terms equal to zero, we difference the likelihood



ratio statistics, and this difference takes a special form that
only involves the estimated expected values:

t t
n; Uz
i=1 A =1 4
~ e, [
= 2 Zl m;”’ log o | (10)

m;

AG* =

The last line of equation (10) follows from the multiplica-
tive representation of the models and the the form of the
likelihood equations. Since we can estimate the estimated
expected values from the MSSs (marginals) associated with
a model and assess the fit of that model using only the mar-
gins of another model, the release of partial information in
the form of marginals from a multi-way contingency table
is a viable method for providing useful information to sta-
tistical analysts.

4 Partial Releases of Marginsfrom Tables

A number of researchers have recently been working on
the problem of determining upper and lower bounds on the
cells of a multi-way table given a set of margins, in part to
address this problem, although other measures of risk may
clearly be of interest. The problem of computing bounds
is in one sense an old one (at least for two-way tables).
For simplicity, we refer to these as Fréchet bounds after the
French statistican M. Fréchet who derived them in the con-
text of cumulative probability distributions, although they
were independently described by both Bonferroni and Ho-
effding at about the same time in 1940. Fréchet bounds and
their generalizations lie at the heart of a number of different
approaches to disclosure limitation including cell suppres-
sion, data swapping and other random perturbation meth-
ods, and controlled rounding. Here we use them directly
for assessing disclosure risk in contingency tables.

Fréchet bounds for the cell entries in an I x J table with
entries {n;;} and row margins {n;+} and column margins
{n4;} are given by

min{niy, ni;} > ng > max{0,niy +ni; —nyi}

These bounds are sharp.

Consider a situation where instead of releasing a full k-
dimensional contingency table, we release a set of lower-
dimensional marginal totals from it. Any contingency table
with non-negative integer entries and fixed marginal totals is
a lattice point in the convex polytope Q defined by the linear
system of equations induced by the released marginals. The
constraints given by the values in the released marginals in-
duce upper and lower bounds on the interior cells of the
initial table. These bounds or feasibility intervals can be
obtained by solving the corresponding linear programming

problems. The importance of systematically investigating
these linear systems of equations should be readily appar-
ent. If the number of lattice points in Q is below a certain
threshold, we have significant evidence that a potential dis-
closure of the entire dataset might have occurred. Moreover,
if the induced upper and lower bounds are too tight or too
close to the actual sensitive value in a cell entry, the infor-
mation associated with the individuals classified in that cell
may become public knowledge. For simplicity, we consider
a set margins R to be releasable if and only if the mini-
mum difference between the upper and lower bounds for
the small count cells of “1” or “2” in table n is greater or
equal to some threshold.

That marginal tables are in fact minimal sufficient statis-
tics for log-linear models turns out to provide a crucial to
the development of efficient ways to calculate bounds.

4.1 Decomposableand Reducible Cases

As we noted above, decomposable graphical models
have closed form structure and special properties. The ex-
pected cell values can be expressed as a function of the
fixed marginals. To be more explicit, the maximum like-
lihood estimates are the product of the marginals divided
by the product of the separators. By induction on the hum-
ber of MSSs, Dobra and Fienberg [18] developed gener-
alized Fréchet bounds for decomposable log-linear models
with any number of MSSs. These bounds are sharp in the
sense that they are the tightest possible bounds given the
marginals. In addition, we can determine feasible tables for
which these bounds are attained using from tools from al-
gebraic geometry to which we return in a later section.

Theorem 1 (Fréchet Bounds for Decomposable Models)
Assume that the released set of marginals for a k-way con-
tingency table is the set of MSSs of a decomposable
log-linear model. Then the upper bounds for the cell
entries in the initial table are the minimum of relevant
margins, while the lower bounds are the maximum of zero,
or sum of the relevant margins minus the separators.

When the log-linear model associated with the released
set of marginals is not decomposable, it is natural to ask
ourselves whether we could reduce the computational effort
needed to determine the tightest bounds by employing the
same strategy used for decomposable graphs, i.e. decom-
positions of graphs by means of complete separators. An
independence graph that admits a proper decomposition but
is not necessarily decomposable, is said to be reducible and
areducible log-linear model in [18] is one for which the cor-
responding MSSs are marginals that characterize the com-
ponents of a reducible independence graph. If we can cal-
culate the maximum likelihood estimates for the log-linear
models corresponding to every component of a reducible



graph G, then we can easily derive explicit formulae for the
maximum likelihood estimates in the reducible log-linear
model with independence graph G [18].

Theorem 2 (Bounds for Reducible Models) Assume that
the released set of marginals is the set of MSSs of a re-
ducible log-linear model. Then the upper bounds for the
cell entries in the initial table are the minimum of upper
bounds of relevant components, while the lower bounds are
the maximum of zero, or sum of the lower bounds of relevant
components minus the separators.

There is one more special case worthy of attention in
the context of the example in this paper. In general, when
we are given (k — 1)-way marginal tables are given, the
corresponding independence graph is complete, hence there
are no conditional independence relationships to exploit. If
the table is dichotomous, the log-linear model of no kth-
order interaction has only one degree of freedom and con-
sequently the counts in any cell can be uniquely expressed
as a function of one single fixed cell alone [34]. By im-
posing the non-negativity constraints for every cell in our
contingency table, we are then able to derive sharp upper
and lower bounds.

4.2 A General BoundsAlgorithm

For decomposable and reducible graphs, we took advan-
tage of the special structure of the conditional independen-
cies “induced” among the variables cross-classified in a ta-
ble of counts by the set of fixed marginals. When the re-
leased margins correspond to a log-linear model that is nei-
ther decomposable nor reducible, we need a more elabo-
rate form of bounds calculation. Dobra [15, 20] has devel-
oped an iterative algorithm for this situation, a variation on
a branch-and-bound algorithm, and the algorithm sequen-
tially improves the bounds for all the cells until no further
adjustment can be made. Because of its structure it pro-
duces the bounds in the decomposable case without itera-
tion and also takes advantage of the decompostion associ-
ated with regular graphs described above.

Others have used versions of network algorithms, the
simplex method, and other LP algorithms to compute such
bounds, but, as Dobra [15] and Cox [9] have observed,
LP algorithms often produce fraction bounds for problems
where we know that the bounds must be integer in value.
Simply rounding may not suffice, and Sullivant [50] using
results from algebraic geometry, has recently shown that, as
the dimensionality of the table grows, the gap between the
true sharp bounds and the LP solution cannot be bounded.

Unfortunately, as the dimensionality of the table grows,
Dobra’s iterative algorithm is computationally elaborate and
is not especially useful as the main component of a search
for an optimal form of marginal release. Dobra et al. [17]
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Figure 1. Independence graph for six-

dimensional table induced by the marginals
[ABCE], [ADE], and [BF].

suggest some simplified search strategies based on decom-
posable bounds and then use the algorithm only after focus-
ing in on a small subset of sets of marginal releases. they
apply these ideas to a large sparse 26 table drawn from the
National Long Term Care Survey.

4.3 Example: Prognostic Risk Factorsfor Czech
Auto Workers

The data in Table 1 come from a prospective epidemi-
ological study of 1841 workers in a Czechoslovakian car
factory, as part of an investigation of potential risk factors
for coronary thrombosis (see Edwards and Havranek [29]).
Prior analyses of these data can be found in Dobra and Fien-
berg [19, 20] and Dobra et al. [21]. Here we integrate those
results and, in the section that follows, expand upon them
focusing in particular on issues of data utility and the risk-
utility tradeoff.

In left-hand panel of Table 1, A indicates whether or not
the worker “smokes,” B corresponds to “strenuous mental
work,” C corresponds to “strenuous physical work,” D cor-
responds to “systolic blood pressure,” E corresponds to “ra-
tio of 3 and « lipoproteins,” and F represents “family anam-
nesis of coronary heart disease.” Our focus for disclosure
limitation is on the three cells in the table with counts of
“1” and “2”. Because the data include all of the workers in
the factory we in essence have a population and we act here
as if the variables describing the dimensions of the table are
key variables that could be used by intruders for record link-
age, giving them possible access to other information on the
workers not included in this particular table.

Decomposable Bounds Example. Suppose we are given
three marginal tables, [ABCE], [ADE], and [BF]. from this
6-way table. These are the marginals corresponding to
a graphical model whose independence graph is given in
Fig. 1. Of the 15 possible edges in the graph 6 are absent.



Table 1. Prognostic factors for coronary heart disease as measured on Czech autoworkers. Source:
[29]. The left-hand panel contains the original counts and the right-hand panel the bounds for the
margins [ABCE], [ADE], and [BF].

B no yes B no yes
F E D C|A no yes no yes| A no yes no yes
neg <3 <140 no 44 40 112 67 [0,88] [0,62] [0,224] 1[0,117]
yes 129 145 12 23 [0,261] [0,246] [0,25] [0,38]
> 140 no 3% 12 80 33 [0,88] [0,62] [0,224] 1[0,117]
yes 109 67 7 9 [0,261] [0,151] [0,25] [0,38]
>3 <140 no 23 32 70 66 [0,58] [0,60] [0,170] [0,148]
yes 50 80 7 13 [0,115] [0,2473] [0,20] [0,36]
>140 no 24 25 73 57 [0,58] [0,60] [0,170] [0,148]
yes 51 63 7 16 [0,115] [0,173] [0,20] [0,36]
pos <3 <140 no 5 7 21 9 [0,88] [0,62] [0,126] [0,117]
yes 9 17 1 4 [0,134] [0,134] [0,25] [0,38]
>140 no 4 3 11 8 [0,88] [0,62] [0,126] [0,117]
yes 14 17 5 2 [0,134] [0,134] [0,25] [0,38]
>3 <140 no 7 3 14 14 [0,58] [0,60] [0,126] [0,126]
yes 9 16 2 3 [0,115] [0,134] [0,20] [0,36]
>140 no 4 0 13 11 [0,58] [0,60] [0,126] [0,126]
yes 5 14 4 4 [0,115] [0,134] [0,20] [0,36]

Table 2. Bounds for Czech auto-workers data from Table 1 given the marginals [BF], [BC], [BE],[AB],
[AC], [AE], [CE], [DE], [AD]

B no yes
F E D C|A no yes no yes
neg <3 <140 no [0,206] [0,167] [0,404] [0,312]
yes [0,421] [0,463] [0,119] [0,119]
> 140 no [0,206] [0,167] [0,404] [0,312]
yes [0,416] [0,333] [0,119] [0,119]
>3 <140 no [0,181] [0,167] 1[0,333] [0,339]
yes [0,314] [0,344] 1[0,119] [0,119]
> 140 no [0,181] [0,167] [0,363] [0,339]
yes [0,314] [0,341] [0,119] [0,119]
pos <3 <140 no [0,134] [0,134] [0,126] [0,126]
yes [0,134] [0,134] 1[0,119] [0,119]
>140 no [0,134] [0,134] 1[0,126] [0,126]
yes [0,134] [0,134] 1[0,119] [0,119]
>3 <140 no [0,134] [0,134] 1[0,126] [0,126]
yes [0,134] [0,134] [0,119] [0,119]
>140 no [0,134] [0,134] 1[0,126] [0,126]
yes [0,134] [0,134] 1[0,119] [0,119]




Since the graph in Fig. 1 is triangulated or decompos-
able, we can apply Theorem 1, to compute the upper and
lower bounds for the cell entries induced by the marginals
[BF], [ABCE], and [ADE], i.e., we get the upper bounds by
computing the minimum of the corresponding entries in the
fixed marginals, while the lower bounds are the sum of the
same entries minus the sum of the corresponding entries in
the marginals associated with the separators of the indepen-
dence graph, [B] and [AE] (see the right-hand panel of Ta-
ble 1). The bounds corresponding to the three small counts
of “1” and “2” are [0,25], [0,38] and [0,20]. All three of
these pairs of bounds differ quite substantially and thus we
might conclude that there is little chance of identifying the
individuals in the small cells.

Reducible Bounds Example. Now we step back and look
at an even less problematic release involving the margins:
[BF], [BC], [BE], [AB], [AC], [AE], [CE], [DE], [AD]. The
independence graph associated with this set of marginals is
the same as the graph in Fig. 1, but the log-linear model
whose MSSs correspond to those marginals is not graphi-
cal. Since the independence graph decomposes into three
components, [BF], [ABCE], and [ADE], and there are two
separators, [B] and [AE], we can apply the result from The-
orem 2.

The first component, [BF], is maximal and hence there
is nothing to be done. The other two components are not
maximal, however, and we need to compute upper and
lower bounds for each of them using the general algorithm.
For example, We calculated the marginal [ADE] given the
marginals [AE], [DE], and [AD] using the simple approach
for 2% tables given their (k — 1)-way margins with k = 3 to
get the following bounds:

E D|A no yes|A no yes
<3 no 333 312 [182,515] [130,463]
yes 265 151 [83,416] [0,333]
>3 no 182 227 [0,333] [76,409]
yes 181 190 [30,363] [8,341]

We next use the general algorithm to calculate bounds for
the cell entries in the marginal [ABCE] given the marginals

[BC], [BE],[AB], [AC], [AE], and [CE] as follows:

B no yes
E C | A no yes no yes
<3 no [0,206] [0,167] [0,404] [0,312]
yes [0,421] [30,463] [0,119] [0,119]
>3 no [0,181] [0,167] [0,363] [0,339]
yes [0,314] [0,344] [0,119] [0,119]

Since we have upper and lower bounds for each of the
components of a reducible graph, Theorem 2 allows us to

piece together the bounds for the components [BF], [ABCE]
and [ADE] to obtain the sharp integer bounds in Table 2 for
the original 6-way table. Note that while some of the lower
bounds for the 3-way marginal component [ADE] are non-
zero, when we combine them with the other components the
resulting lower bounds are all zero.

Theorem 2 in essence provides us with a method for re-
placing the original problem, namely, computing bounds for
a 6-way table, by two smaller ones, i.e., computing bounds
for a 4-way and a 3-way table. The computational effort
required to use Theorem 2 is minimal once bounds for the
components are available, and thus exploiting it in this fash-
ion could lead to appreciable computational savings, espe-
cially when we consider large sparse tables.

Another Bounds Example. Finally, suppose we consider
the release of all 5-way margins of Table 1, the space of ta-
bles Q contains only two integer tables: the original table n
itself and a second table whose entries are found by adding
or subtracting one unit from the corresponding entries in
n. Consequently, the feasibility intervals [L(t), U(t)] for
all the cells are of length one. This means that releasing all
5-way margins could well compromise the confidentiality
of the individuals corresponding to the entries containing
counts of “1” and “2”.

5 The Risk-Utility Tradeoff: Deciding What
to Release

Rather than applying a full-scale version of the RU-map
or the criteria proposed by Trottini, we approach the risk-
utility tradeoff in the context of the example using the sim-
ple tools involving bounds for cell entries.

It turns out that there are more than 32,000 decompos-
able models for a 6-dimensional table. We computed the
bounds for all of these using the result in Theorem 1, and
ran ordered the models based on the feasibility intervals
for the three target cells. The tightest bounds are (0,3),
(0,6), and (0,3), and these are attained for 31 models, all
of which involve the margin [ACDEF]. Another 30 models
have bounds for these cells that differ by 5 or less and these
involve [ABCDE] as well as possibly [ACDEF]. Thus the
two 5-dimensional margins [ACDEF] and [ABCDE] appear
to be the “source” of the disclosure risk regarding the small
cell entries.

Suppose we release the remaining four 5-way mar-
gins and the one 4-way margin not implied by them,
i.e, R*=[ACDE][ABCDF][ABCEF][BCDEF][ABDEF].
For these margins the feasible intervals for all cells are 10 or
more and it is not unreasonable to conclude that an intruder
would not be able to use the information in them to achieve
accurate linkage to other databases.



What can the user do with these data? In fact, the user
can fit all “reasonable” log-linear models to the data and
assess their fit using the methods outlined in Section 3, in
particular the formula for AG? in (10), and one or more
model search criteria. In particular, the user will be able
to determine that the model with MSSs [ABCE], [ADE],
and [BF] fits the data extremely well, and corresponds to
the model singled out by several widely-used search criteria
such as BIC. Thus we have achieve a sensible combination
of low disclosure risk AND high utility.

Finally, suppose that we accompany the release of R*
with an announcement that the released margins are ade-
quate for any user to make correct inferences from the data,
i.e., the inferences should be same as those that users would
make had the the entire table been released. This is extra
information that the intruder can use to eliminate some of
the possible tables in the convex polytope corresponding to
the marginal constraints, and thus in principle tighten the
bounds for the cell entries. Fortunately such conditioning
will not materially reduce the space of possible tables for
intruder’s inferences in this example.

Others have suggested different approaches to the release
of tabular data. For example Cox et al. [10] and Dandekar
[12] propose adaptations of a method that extends the no-
tion of cell suppression which they refer to as Controlled
Tabular Adjustment or CTA. While these methods may be
useful for tables of magnitudes, it remains unclear how they
could be used in a contingency table context to generate
data releases that yield proper statistical inferences even in
restricted circumstances, despite the claims in [12].

6 Perturbation Maintaining Marginal Totals

While we have focused here on the generation of bounds
for tables with given marginals, there is a parallel statistics
literature on the generation of distributions over the corre-
sponding space of tables using Markov bases from the alge-
braic geometry representation for the toric ideal of polyno-
mial rings. Diaconis and Sturmfels [14] give the basic struc-
ture for this representation and discuss the role of generators
for the algebraic geometry structure. They explain how to
generate such bases and propose a version of the Metropo-
lis algorithm for generating the exact distribution of a log-
linear model given its minimal sufficient statistic margins.
For applications of their methods to disclosure limitation
see [37, 31]. Fienberg and Mcintyre [38] explain why this
can be thought of as the natural representation for the lim-
iting form of data swapping or constrained perturbation for
contingency tables. Once we generate the Markov basis for
such a contingency table problem, we can use the elements
of it as moves that allow us to traverse the complete space
of tables satisfying the constraints. Alternatively we can use
use Markov the basis in a computational algebra computing

package to count the tables. The difficult task for large con-
tingency tables is the generation of the Markov basis.

For each of the special cases described in Section 3
where the calculation of sharp bounds for the cell entries
does not require elaborate computation, there is a parallel
simple form for the Markov basis where the generators, or
tables of moves, only contain elements that equal 1, O or -1.
e.g., see Dobra [16] and Dobra and Sullivant [22]. While
one might expect that there would be simple bases for any
log-linear model for a 2 table, Aoki and Takemura [4] have
demonstrated that this is not the case.

Other surprises has arisen from this nascent algebraic
statistics literature. Aoki and Takamura [4] have further
demonstrated the separation of components of the space of
tables when we are given sets of marginals and De Loera
and Onn [13] have shown that for some tables all values be-
tween the upper and lower bounds discussed above may not
be possible. These “gaps” mean that there exist cell values
between the upper and lower bounds for which no tables
satisfy the marginal constraints. These results argue for go-
ing beyond bounds in assessing risk.

A somewhat different way to think about assessing risk,
related to the calculation of bounds and implementing per-
turbations is simply counting the numbers of possible tables
instead of putting arbitrary distributions over them. As we
saw in the example, for the release of all 5-way margins
of Table 1, the space of tables Q contains only two integer
tables, one of which is the original table. As we releasing
fewer higher order margins the number of possible tables
grows, often dramatically, thus making difficult for an in-
truder to identify the original table. In principle some of
the specialized computer algebra software packages can be
used to do these calculations, but for our example the com-
putational burden is very high and we have been unable to
implement the calculations to date.

One way to calculate the number of tables is to run the
Metropolis agorithm as just mentioned. Another is to adapt
Dobra’s general bounds algorithm to actually count the ta-
bles. Dobra et al. [23] use this approach report that for the
released margins,

[ACDEF|[ABDEF||ABCDE)|BCDF||ABCF)|BCEF),

there are 810 possible tables, whereas for the release of all
of the 15 two-way margins there are 705,884 possible ta-
bles. Clearly for an intruder, picking out the original table
from such a large number of tables would be like finding a
needle in a haystack. Dobra et al. [23] and Chen et al.[7]
describe different approaches to approximating these counts
that are especially useful for approximation purposes.

Of course, an intruder might by accident happen across
a table that accurately included a count of 1 in the
(1,2,2,1,1,2) cell, but which didn’t get any of the other origi-
nal counts correct. Dobra et al. also explore this issue using



simulations instead of exact counting.

It seems reasonably clear that, at least in this example,
none of the alternative approaches discussed here suggest
radically different assessments of disclosure risk and that
however we choose to apply them, we will allow analysts to
focus on the same models they would have identified using
the full table.

7 Global Recoding: Combining Categories
for Contingency Tables

Up to this point we have focused on disclosure limita-
tion through the form of collapsing that involves summing
over variables to produce marginal tables. Thus instead of
reporting the full muti-way contingency table we might re-
port one or more collapsed versions of it. In Section 2 we
noted that a popular disclosure limitation technique for cat-
egorical variables was “global recoding” or combining cate-
gories. This too is a special form of collapsing that involves
summing over categories within variables to produce a new
k-dimensional table (unless of course we drop a variable!)
with a reduced number of cells. This yields a single re-
leasable marginal table.

The problem with global recoding is that it restricts the
form of the analysis one can do—i.e., the data analyst had
no ability to “inferentially” recover information about rela-
tionships in the full table using log-linear model methods.
When the global recoding involves arbitrary combinations
of categories for variables, this clearly can lead the analyst
to inferential errors.

When the categorical variables are ordinal in nature, i.e.,
the categories have an explicit or implicit ordering, there
are related models that may allow for proper inferences,
e.g., those described by McCullagh [42], and the associa-
tion models of Leo Goodman.

An alternative to the strategy of releasing a single col-
lapsed table following global recoding, is to release multi-
ple such tables using different choices of global recodings.
If done with care, this would allow for methodologies for
disclosure risk assessment and model fit parallel to those
described in this paper. To our knowledge, no one has pur-
sued this strategy.

8 Conclusions

In this paper, we have focused on the interplay between
the issues of confidentiality, on the one hand, and access to
statistical data bases on the other. Disclosure limitation is an
inherently statistical issue because we cannot eliminate the
risk of disclosure unless we allow no access to the data. One
popular alternative strategy is to restrict access to the data
to “approved individuals,” which is strictly speaking also a

form of disclosure albeit controlled, but it requires screen-
ing of abstracted information for broader release. Several
chapters in the volume edited by Doyle et al. [24] describe
several variants on the restricted access model in current
use. Here we have focused on “restricted data” model of
disclosure limitation instead of "restricted access.”

Because techniques for disclosure limitation are inher-
ently statistical in nature we explained why they must be
evaluated using statistical tools for assessing the risk of
harm to respondents. We then outlined some of the cur-
rent statistical methods used to limit disclosure, especially
those representable in form of disclosure limitation masks.
We illustrated the trade-off issues by reviewing methods for
the release of partial information in the form of marginal
tables from a k-dimensional contingency table.

Similar issues arise when we consider other statistical
disclosure limitation methods for tabular magnitude data
and microdata. Although there is not yet a consensus on
how to evaluate disclosure limitation methods, there are
at least three desirable features or principles for which we
need to strive:

e Usability—the extent to which the released data are
free from systematic distortions that impair statistical
methodology and inference.

e Transparency-the extent to which the methodology
and practice of it provide direct or even implicit in-
formation on the bias and variability resulting from
the application of a disclosure limitation mask or other
methodology.

e Duality—the extent to which the methods aim at both
disclosure limitation and making the maximal amount
of data available for analysis.

In this paper, we described how these principles fit with
recent proposals for the release of marginals from multi-
way contingency tables and the role of marginal bounds in
evaluating the disclosure limitation possibliities. Even for
contingency tables, the notion of partial releases need not
be restricted to margins. For extensions to the release of
margins and conditional tables, see the work of Slavkovic
[48, 49] and Fienberg and Slavkovic [39, 32].

These principles and the special nature of the
confidentiality-utility tradeoff associated with statistical
databases pose at least two different sets of challenges for
datamining. Can datamining tools be used to extract inno-
vative forms of information from databases to which disclo-
sure limitation methods have been applied? Can datamining
methods lead to better forms for data protection?
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