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Complexity in Systems?
De�ned by tensionsof ...
+ size
+ diversity
+ optimizations
+ structure
{ interfaces
{ modularity
{ languages,etc.

... but not a formula?

Art of balancingcomplexity

Anomalydetection,
{ a newstandard tool ?
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ControlOverlays/ Meta-Systems

Systemasa de�nition of a process(how)
vs.

Systemasa declaration of a goal(what)

I Modify processto achievesamegoal(optimize)
I Modify processto achievenewgoal
I Play betweenImperativeandDeclarative
I Relatingsystemstatewith achievingits goal

Anomalyis a behavior that is (likely) in con
ict with
the systemreachingits goal
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PlanetLab

Globalshared network

I 100'sof servers
I 100'sof services
I 1000'susers/day
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PlanetLabPlatform

PlanetLabNode PlanetLabNetwork

PL-kernel
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PlanetLabandComplexity

I Services
I CDNs,overlay routing, network measurement,

distributedstorage,...
I handlerealusersandnetwork tra�c
I run in shared environment
I run in distributedenvironment
I implementcomplexlogic
I few eyeslook after them

I Platform
I systemservices
I hardware faults
I network problems

I over20,000activevirtual machines
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AnomalyDetection
I Find anomalousbehavior

I Known anomalousbehavior
I Novelbehavior

I How to decideif anomalous?
I Today - humanexpert +

dynamicchecks
I Tomorrow - automatedgoal

discovery?

I Build modelsof system
behavior basedon past
observations

I Behavior classi�cation
usesbeyond anomalydetection
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AnomalyDetectionin PlanetLab
I Servicenode behavior

I Often only a few di�erent typesper service
I Often similar on di�erent nodes
I Dependon local workload
I Dependon node environment

I Serviceglobalbehavior
I Combinationof local behaviors
I Dependson globalworkload
I Dependon globalenvironment

I Similarities acrossservices
I Past behavior of oneservicecan inform about a

newbehavior of anotherservice

I Platform node behavior
I Platform globalbehavior
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Observations
I Observationpoints andgranularity ?

Con�guration vs. Code

I Multidimensional,correlationof multiple
sources,temporal properties

I Archivemaybe too expensive,no post
processing,streamingdata
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Classi�cationProblem
GraphicalModels

Z

X

�

�

I Z { behavior class
I X { sensory data

Mixture model
I Way to expressP(Z; X)
I TrainingP(� ; � jX)
I Classi�cation

P(ZjX; � ; � )
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Semi-SupervisedLearning

I SupervisedLearning:
I TrainingP(� ; � jX; Z)
I Labeleddata set

I Expert feedbackexpensive/ rare
I Semi-SupervisedLearning

I Leveragepartially labeleddata set
I Unsupervisedlearning on remainingunlabeleddata

I How to selectwhat to querythe expert for ?
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On-lineLearning

I Don't keepthe data
1. update the models,
2. discard the data

(keepall the labeleddata)

I Reformulatingbatch learning into on-line
I Allows for more sensory data to be consumed
I Model selectionchallenges

Ageddata, local optima

I No storagequeryinfrastructureneeded
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Work in Progress

I 24/7 prototype running
I collectsdata throughcomon
I alertsby email
I expert labelsby www
I verysimplemodelsimplemented
I clue.cs.princeton.edu
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