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Complexit in System$&
De ned by tensionsof ...

size

diversiy

optimizations

structure

interfaces

modularity

languagesetc.

... but not a formula?

A 4+ 4+ +

Art of balancingcomplexiy

Anomalydetection,
{ a newstandad tool ?
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ControlOverlgs/ Meta-Systems

Systemasa de nition of a process(how)
VS.
Systemas a declaation of a goal (what)

Modify processto achievesamegoal (optimize)
Modify processto achievenewgoal

Play betweenlmperativeand Declaative
Relatingsystemstate with achievingts goal

Anomalyis a behavio that is (likely) in con ict with
the systemreachingts goal
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PlanetLab

Globalshaed network

1 100'sof servers
i 100'sof services
1 1000'susers/dy
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PlanetLalPlatfam

PlanetLabNode PlanetLabNetwork

PL-kernel
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PlanetLaland Complexit

1 Services

i CDNSs,overly routing, network measurement,
distributedstarage, ...

handlereal usersand network tra c

run in shaed environment

run in distributedenvironment
implementcomplexiogic

i few eyeslook after them

1 Platform

I systemservices
i hardware faults
i network problems

1 over20,000activevirtual machines
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AnomalyDetection

I Find anomalousehavio
i Known anomaloudehavio

Observe
i Novelbehavio
I How to decideif anomalous?
I Today - humanexpert +
V dynamicchecks

Learn
i Tomarow - automatedgoal

discovery?

}
e i Build modelsof system
B

i Classif .
BEE T S pehavio basedon past

: observations

bommmmen Expert | Behavio classi cation
usesbeyond anomalydetection
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AnomalyDetectionin PlanetLab

I Servicenode behavio
1 Often only a few di erent typesper service
i Often simila on di erent nodes
i Dependon local workload
i Dependon node environment
I Serviceglobalbehavio
i Combinationof local behavios
i Dependson globalworkload
i Dependon globalenvironment
I Similaities acrossservices
i Past behavio of oneservicecaninform about a
newbehavio of anotherservice

i Platform node behavio
. Platform globalbehavio
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Observations
i Observatiomoints and granulaity ?

Con guration vs. Cade

I Multidimensionalcarrelationof multiple
sourcestemporal properties

I Archivemaybe too expensiveno post
processingstreamingdata

 Partial accesdo expert knovledge .



Classi catiorProblem

GraphicalModels
z
Mixture model
I Way to expessP(Z; X)
1 TrainingP( ; jX)
X 1 Classi cation

P(ZjX; ;)

. Z { behavio class
1 X { sensoy data
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Semi-Suervised_eaning

I SupervisedLeaning:
1 TrainingP( ; jX;Z)
i Labeleddata set
' Expert feedbackexpensivel rare
I Semi-SuprvisedLeaning
i Leveragepartially labeleddata set
1 Unsugrvisedeaning on remainingunlakeleddata

' How to selectwhat to querythe expert for ?
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On-lineLeaning

. Don't keepthe data

1. update the models,
2. discad the data
(keepall the labeleddata)

. Refamulating batch leaning into on-line

i Allows for more sensoy datato be consumed
I Model selectionchallenges
Ageddata, local optima

i No staragequeryinfrastructureneeded
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Work in Progress

I 24/7 prototype running

I collectsdata throughcomon

i alertsby email

| expert labels by www

I verysimplemodelsimplemented
I clue.cs.pnceton.edu
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